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March 2023 

 
Tax season is here, and many of us turn to online tax services to file our returns. While online 
tax services are convenient and easy to use, we must be careful about our cybersecurity when 
we file our taxes online. Tax refund scams are quickly becoming one of the most common ways 
thieves steal money and identities. Why is it becoming so popular? Criminals prey on the stress 
of paying taxes in a timely manner. They know what the deadline is (Tuesday, April 18th) to have 
tax forms completed and they will ramp up their efforts the closer we get to that date. So, what 
kind of scams do we see? See below for some of the popular scams of 2022 and how to help 
defend yourself against these scams.  

 

Pretending to be the IRS  

 
• The #1 information theft venue is e-mail. The IRS does not send e-mail. If you see an e-

mail claiming to be from the IRS it is a phishing attempt to get you to click on a link, install 
software or other malicious action to get your information. The IRS does not use e-mail to 

communicate, and they state this on their website. 

https://www.irs.gov/newsroom/avoid-scams-know-the-facts-on-how-the-irs-contacts-taxpayers
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• A letter from the IRS that gives instructions. If you have any doubts about the legitimacy 

of a received letter, call: 800-829-1040.  

 
 

• If the IRS needs to contact a taxpayer by phone, they typically send a notice first, either by 
mail or through the taxpayer's online account. The notice will provide the IRS employee's 
name and contact information, along with instructions on how to verify the caller's 
identity. The IRS will never demand immediate payment over the phone, threaten to 
involve law enforcement, or ask for credit card or debit card numbers over the phone.  

 

The IRS initiates most contacts through regular mail delivered by the United States Postal 
Service. However, there are circumstances in which the IRS will come to a home or business. 
These include when a taxpayer has an overdue tax bill, a delinquent (unfiled) tax return or has 
not made an employment tax deposit. An IRS employee may also view assets or tour a business 

tel:800-829-1040
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as part of a collection investigation, an audit or an ongoing criminal investigation. So how do 
you know the person showing up at your door is a scammer or legitimately part of the IRS? 
There is no foolproof way of identifying a legitimate IRS agent. However, you can ask for 
identification. Besides regular IDs and business cards, there are two official types of IRS 
identifications you can request from an agent: 

 HSPD-12 Card: Also known as a Personal Identity Verification (PIV) card, 
this is a government identification card with information that you can verify 
with the IRS. You can find more information about checking the 
authenticity of a PIV card here.  

 Pocket Commission: Another identification card, the pocket commission 
should include a photo of the agent and information regarding their role 
within the IRS and specifying which actions they are qualified to carry out. 

 

According to the IRS, you have the right to ask for and view an IRS agent’s credentials. If the IRS 
agent refuses to show you either identification cards, do not give them any personal or tax 
information. Contact the IRS directly to double-check if there is a legitimate issue or action 
against you by calling 800-829-1040. 

 
The Ghost Tax Preparer 
If you are hiring a tax professional, work only with a legitimate and reputable Tax Preparer. You 
can validate a preparer’s credentials with the IRS here. 
  

 
By law, anyone who is paid to prepare or assist in preparing federal tax returns must have a 
valid Preparer Tax Identification Number, or PTIN. Any preparer will have a PTIN you can use to 
verify and check their reputation. Do not hire anyone who promises a high return and charges a 

https://www.fedidcard.gov/credential-features
https://www.fedidcard.gov/credential-features
tel:800-829-1040
https://irs.treasury.gov/rpo/rpo.jsf
https://irs.treasury.gov/rpo/rpo.jsf
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fee based on the return. Avoid a “ghost preparer,” or someone who wants to make a fast buck 
and does not sign a tax return they prepare. 
 
Ghost tax return preparers may also: 
• Require payment in cash only and not provide a receipt. 
• Ask for payment in gift cards. 
• Invent income to qualify their clients for tax credits. 
• Claim fake deductions to boost the size of the refund. 
• Direct refunds into their bank account, not the taxpayer's account. 
• Never respond to phone calls or voice-messages purporting to be the IRS. The IRS will always 
contact you by US Mail. Scammers will often use social engineering to create panic in victims, 
claiming audits, wage garnishment, or other fear inducing terms to trick people into divulging 
personal information or bank accounts. 
• Tax Assistance Program (TAP) scams. Victims receive an offer of assistance in their tax 
preparation, but after submitting their details, the ghost preparers disappear once they have 
file the refund, deposit it into their account, or drain the victim’s bank 
account. 

 
 
 

 
Tips for online safety 
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When filing your taxes online, it's important to be cautious and take steps to protect your 
personal and financial information. Here are some tips to keep in mind: 

• Use a trusted tax preparation service: Be sure to use a reputable and trusted tax 
preparation service to file your taxes online. Research the service beforehand to ensure 
that they have proper security measures in place to protect your information. 

• Use strong passwords: When creating an account or logging in to your tax preparation 
service, use a strong and unique password that you don't use for any other accounts. 
Consider using a password manager to generate and store complex passwords securely. 

• Enable two-factor authentication: Many tax preparation services offer two-factor 
authentication, which adds an extra layer of security to your account. Enable this 
feature if it's available to you. 

• Be cautious of phishing scams: Cybercriminals may attempt to trick you into divulging 
your personal and financial information through phishing scams. Be wary of unsolicited 
emails or phone calls that request your information, and always verify the legitimacy of 
the request before providing any information. 

• Protect your device: Ensure that your device is up to date with the latest security 
patches and anti-malware software. Avoid using public Wi-Fi when filing your taxes 
online, as these networks may be unsecured and vulnerable to attacks. 

By following these tips and taking a cautious approach, you can help protect your personal and 
financial information when filing your taxes online. Remember to stay vigilant and report any 
suspicious activity to your tax preparation service or the appropriate authorities. 

Matt Wood
This may be redundant after the section above


